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Sophos UTM  
Endpoint Protection 
Protects and controls your endpoints through the central  
UTM appliance

 Ì AV and HIPS: Detect and remove 
viruses, spyware, rootkits, Trojans, 
adware and potentially unwanted 
applications (PUAs) and identify and 
clean new threats using our host 
intrusion prevention system (HIPS).

 Ì Device usage: Enforce usage policies 
on your endpoints for all peripheral 
devices. Control network access to 
hotspots and Ethernet.

 Ì Configuration-less: Just download and 
install the security agent to all your 
endpoints with one click. Policies are 
automatically set up from your central 
Sophos UTM appliance.

 Ì Everywhere: Deploy the security agent 
without effort locally, to remote sites 
or even to travelling users through 
Sophos LiveConnect—no directory 
service required.

 Ì Central management: Sophos UTM 
lets you centrally define policies for 
all your endpoints. Keep an up-to-date 
inventory of all managed devices. 

 Ì Detailed logging: Track the location 
and activity of all your endpoints. Keep 
a detailed log of all policy events like 
denied accesses, policy tampering or 
new devices.
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Your Benefits

 Ì Stop malware infection via  
removable devices

 Ì Eliminate data loss from  
your company 

 Ì Use live, cloud-based protection  
to check suspicious files 

 Ì Ensure computers outside Active 
Directory are protected

 Ì Quickly identify the location of your 
endpoints worldwide

 Ì Save time by deploying company-wide 
policies with one click

Sophos UTM Endpoint Protection helps you easily set up security for your endpoints to 
prevent malware and data loss without complicated network or directory prerequisites. 
Reporting tools allow you to analyze device usage and even track their location. 

Policy distribution with UTM Endpoint Protection
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Sophos UTM Endpoint Protection 

“ Open USB ports are regarded as one incalculable risk 
by many of my customers. Finally, an easy solution 
which is managed centrally by Sophos UTM.”

 Kurt Laux, Owner, IT-Consulting & Services

Technical Specifications

Features

Deployment
 Ì Automatic generation of preconfigured installation packages 

on the Sophos UTM appliance
 Ì Sophos LiveConnect for simple and global rollout, policy and 

agent update
 Ì Global rollout without the requirement for a directory service
 Ì One unique installation package for all endpoints
 Ì Multiple deployment options:

 - USB stick
 - Email
 - Active Directory GPO
 - Standard software deployment tools
 Ì Automatic endpoint registration at the Sophos UTM appliance
 Ì Self-updating security agent
 Ì HTTPS broker service
 Ì Tamper protection to prevent unauthorized users and known 

malware from uninstalling or disabling endpoint protection

Management
 Ì SHA1-HMAC signed and AES-256 encrypted communication 
 Ì Central policy for device usage and file transfers  

(read/write, read only, deny, log) 
 Ì Support for computer groups
 Ì File whitelisting and location tracking
 Ì Inventory of all endpoints and devices

Control
 Ì Support for Microsoft Windows XP SP2, Windows Vista  

and Windows 7
 Ì Support for Microsoft Windows Server 2003, 2008
 Ì Enable usage of trusted devices
 Ì Control USB storage devices, Bluetooth, floppy drives,  

optical drives, Wi-Fi networks, modem networks and more

Antivirus and HIPS
 Ì Detect and remove viruses, spyware, rootkits, Trojans,  

adware and potentially unwanted applications (PUAs) 
 Ì Identify new threats, clean them up and minimize the  

number of false positives using practical host intrusion 
prevention system (HIPS)

 Ì Block access to websites hosting malicious code with  
live URL filtering

Logging/reporting
 Ì Log IP addresses, endpoint check-in, devices, users  

and more 
 Ì Locate endpoints worldwide 
 Ì Monitor real-time usage of devices
 Ì Track USB sticks throughout the organization
 Ì Monitor new device usage
 Ì Analyze policy events

Appliance UTM 110 UTM 120 UTM 220 UTM 320 UTM 425 UTM 525 UTM 625

Recommended endpoints 10 25 75 200 600 1,300 2,000
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Register for more 
information  
sophos.com/utm-meets-endpoint

Easy deployment of endpoint agents

Device control policies

Essential antivirus policies

User Interface Add-ons
Every company’s network and operating 
mode is different. We provide you with a 
number of add-ons you can select and 
combine to suit your needs.

Essential Network Firewall
Offers basic security functions to help 
protect your business network.

UTM Network Protection
Protects against sophisticated types of 
malware, worms and hacker exploits that 
can evade your basic firewall.

UTM Email Protection
Secures your corporate email from spam 
and viruses while protecting sensitive 
information from cybercriminals. 

UTM Web Protection
Protects your employees from web threats 
while controlling how they spend time 
online. 

UTM Webserver Protection
Protects your web servers and applications 
like Outlook Web Access (OWA) from 
modern hacker attacks.

UTM Wireless Protection
Dramatically simplifies the operation of 
secure and reliable wireless networks. 

RED (Remote Ethernet Device)
It’s the easiest and most affordable way to 
secure your branch offices. 

http://www.sophos.com/utm-meets-endpoint

